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Abstract lg{]mopera zzzzzzz

Recent technology trends in Web Services indicate that a solution
eliminating the perceived complexity of the WS-* standard technology
stack may be in sight: advocates of REpresentational State Transfer
(REST) have come to believe that their ideas explaining why the World
Wide Web works are just as applicable to solve enterprise application
integration problems and to radically simplify the plumbing required to
build service-oriented architectures. In this tutorial we take a scientific
look at the WS-* vs. REST debate by presenting a technical comparison
based on architectural principles and decisions. We show that the two
approaches differ in the number of architectural decisions that must be
made and in the number of available alternatives. This discrepancy
between freedom-from-choice and freedom-of-choice quantitatively
explains the perceived complexity difference. We also show that there
are significant differences in the consequences of certain decisions in
terms of resulting development and maintenance costs. Our
comparison helps technical decision makers to assess the two
integration technologies more objectively and select the one that best
fits their needs: REST is well suited for basic, ad hoc integration
scenarios a la mashup, WS-* is more mature and addresses advanced
quality of service requirements commonly found in enterprise
computing.
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Is REST really used? fjopera
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Outline

1.Introduction
to RESTful Web
Services

2.Comparing REST and WS-*
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REST in one slide fjoperaj: -

Web Services expose their
data and functionality trough
resources identified by URI

Uniform Interface Principle:
Clients interact with resources POST E
through a fix set of verbs. DELETE
Example HTTP:

GET (read), POST (create), PUT (update), DELETE

Multiple representations for the same resource

Hyperlinks model resource relationships and valid
state transitions for dynamic protocol description
and discovery

©2010 - Cesare Pautasso 11
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URI - Uniform Resource ldentifi
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= |nternet Standard for resource haming and identification
(originally from 1994, revised until 2005)

= Examples:
http://tools.ietf.org/html/rfc3986
\_Y_} - ~ J J

y

URI Scheme  Authority Path

https://www.google.ch/search?qg=rest&start=10#1
—

_/

W
Query Fragment

= REST does not advocate the use of “nice” URIs
= |n most HTTP stacks URIs cannot have arbitrary length (4Kb)
= #Fragments are not even sent to the server

©2009-2010 - Cesare Pautasso - 30.6.2010 12
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A RESTful service is much more than just a set of nice URIs
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URI Design Guidelines g;opera =

ss Support for Web Services

= Prefer Nouns to Verbs GET /book?isbn=24&action=delete

= Keep your URIs short DELETE /book/24

= |f possible folowa
“positional” parameter- " Note REST URIs are opaque
passing scheme for identifiers that are meant to |
algorithmic resource query ' be discovered by following
strings (instead of the ' hyperlinks and not
key=value&p=v encoding) _constructed by the client

= Some use URI postfixes to = This may break the
specify the content type abstraction

= Do not change URIs = Warning: URI Templates

= Use redirection if you really Introduce coupling between

need to change them client and server

©2009-2010 - Cesare Pautasso - 30.6.2010



URI Templates
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= URI Templates specify how to construct and parse

parametric URIs.
= On the service they are often used to configure “routing rules”
= On the client they are used to instantiate URIs from local parameters

client

= Do not hardcode URIs in the client!

parameters

N/

URI

\

URI Template

URI Template

)

URI

an

parameters

= Do not hardcode URI templates in the client!
= Reduce coupling by fetching the URI template from the

service dynamically and fill them out on the client

©2009-2010 - Cesare Pautasso - 30.6.2010

service

15
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URI Template Examples Njopera I::w

= From http://bitworking.org/projects/URI-Templates/

= Template:

http://www.myservice.com/order/{oid}/item/{iid}

=  Example URI:

http://www.myservice.com/order/XYZ/item/12345

= Template:

http://www.google.com/search?{-join | &|g,num}

=  Example URI:

http://www.google.com/search?q=REST&num=10

©2009-2010 - Cesare Pautasso - 30.6.2010
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http://bitworking.org/projects/URI-Templates/�

Uniform Interface Constraint !Jmop?ra e
IDEM
HTTP SAFE
POTENT
Create a
POST sub resource NO NO
Retrieve the current
GET state of the resource YES YES
Initialize or update
the state of a
PUT soUCe NO YES
at the given URI
Clear a resource,
DELETE  afterthe URlis no NO YES
longer valid

©2009-2010 - Cesare Pautasso - 30.6.2010
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POST vs. GET Noperaj::
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= GET is a read-only operation. ]

It can be repeated without

affecting the

P We are now ready to finish this reservation.
\:/ Flease do not dlick the Pay, Refresh, Bacdk,
or Stop buttons until the next page is displayed.

state of the

resource (idempotent) and o bt o vt
Ca n be Ca C h ed . Click on the 'Okay' button to beqgin authorization.

Note: this does

the same representation will

not mean that

Cancel |

be returned every time. Web browsers warn

= POST is a read-write you when refreshing
operation and may change a page generated
the state of the resource and with POST

provoke side
server.

©2009-2010 - Cesare Pautasso - 30.6.201

effects on the

(?) The page you are trying to view contains POSTDATA. If you resend the data, any action the form
carried out (such as a search or orline purchase) wil be repeated. To resend the data, click CK.
Otherwise, click Cancel.

O | [ Cancel

18
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POST vs. PUT goperaj:
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What is the right way of creating resources (initialize their state)?
=) PUT /resource/{1d}
(=201 Created

Problem: How to ensure resource {id} is unique?
(Resources can be created by multiple clients concurrently)

Solution 1: let the client choose a unique id (e.g., GUID)

=)POST /resource
=301 Moved Permanently

Location: /resource/{1d}
Solution 2: let the server compute the unique id

Problem: Duplicate instances may be created if requests are
repeated due to unreliable communication

©2009-2010 - Cesare Pautasso - 30.6.2010
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Client/Server Layered Stateless Communication Cache

[
D Proxy D

User Agent |:I Origin Server
Gateway
O
Connector (HTTP) Cache

©2009-2010 - Cesare Pautasso - 30.6.2010
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Basic Setup joperaj::

D HTTP D

User Agent Origin Server

Adding Caching

E HTTP I:I D HTTP il

Caching Origin Server  User Agent Caching
User Agent Origin Server
[o——a]
Caching Caching
User Agent Origin Server

©2009-2010 - Cesare Pautasso - 30.6.2010 21
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Proxy or Gateway? Noperaj::

ss Support for Web Services

Intermediaries forward (and may translate) requests and responses

D HTTP E HTTP D

Client Proxy Origin Server
A proxy is chosen by the Client (for caching, or access control)

D HTTP il HTTP D

Client Gateway Origin Server

The use of a gateway (or reverse proxy) is imposed by the server

©2009-2010 - Cesare Pautasso - 30.6.2010 22
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1.

~N O

|dentify resources to be exposed as
services (e.g., yearly risk report, book
catalog, purchase order, open bugs,
polls and votes)

. Model relationships (e.g., containment,

reference, state transitions) between
resources with hyperlinks that can be
followed to get more details (or perform
state transitions)

. Define “nice” URIs to address the

resources

Understand what it means to do a GET,
POST, PUT, DELETE for each resource
(and whether it is allowed or not)

Design and document resource
representations

Implement and deploy on Web server

. Test with a Web browser

©2009-2010 - Cesare Pautasso - 30.6.2010
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ol ol O |
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/loan v |V |V |V
/balance | v/ | ¥ | x | %
/client v | vV |V | %
/book v | v |V |V
/order v | ?2 |V | %
/soap X X v X
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Design Space
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4 M Representations (Variable)

4 Methods (Fixed)

o1 —>
o
Ne) Aloan v | —
(© ;’_b___ —t— 1
= __E‘f_ance e o
§ sclient o |
< — o
o /book T
o] '
& /order |
o v -
3 _
@ — —]
w ——
= 3

©2009-2010 - Cesare Pautasso - 30.6.2010
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Simple Doodle APl Example
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ss Support for Web Services

1. Resources:
polls and votes

2. Containment Relationship:

poll
Mid1
k>vote

{id4}

| {id5}

{id2}

{id3}

/poll/{id}/vote

Pn

ol ool

mlcC|n| -

—| H| d]| m

/poll v | x| v | %
/poll/{id} VIV ]% |V
v | % |V | %

v |V | x| ?

/poll/{id}/vote/{id}

©2009-2010 - Cesare Pautasso - 30.6.2010

3.

4.

URIs embed IDs of “child”
instance resources

POST on the container is used to
create child resources

PUT/DELETE for updating and
removing child resources

25
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1. Creating a poll
(transfer the state of a new poll on the Doodle service)

/poll

/pol11/090331x

/pol1/090331x/vote
[} (= |
POST /polT GET /pol1/090331x
<options>A,B,C</options>

200 OK

201 Created <options>A,B,C</options>
Location: /poll1/090331x <votes href="/vote”/>

2. Reading a poll
(transfer the state of the poll from the Doodle service)

©2009-2010 - Cesare Pautasso - 30.6.2010 26



Simple Doodle APl Example ~ BJoperaj:-

= Participating in a poll by creating a new vote sub-resource

/poll

/pol11/090331x
/pol1/090331x/vote
/pol1/090331x/vote/1

Hy ~LT
POST /pol1/090331x/vote

<name>C. Pautasso</name>
<choice>B</choice>

201 Created

Location:
/pol1/090331x/vote/1

©2009-2010 - Cesare Pautasso - 30.6.2010

-

GET /pol11/090331x

200 OK
<options>A,B,C</options>
<votes><vote 1d="1">
<name>C. Pautasso</name>
<choice>B</choice>
</vote></votes>

27



Simple Doodle APl Example
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= Existing votes can be updated (access control headers not shown)

/poll

/pol11/090331x
/pol1/090331x/vote
/pol1/090331x/vote/1

LI oL F

=L

PUT /pol1/090331x/vote/1

<name>C. Pautasso</name>
<choice>C</choice>

200 OK

©2009-2010 - Cesare Pautasso - 30.6.2010

GET /pol1/090331x

200 OK
<options>A,B,C</options>
<votes><vote 1d="/1">
<name>C. Pautasso</name>
<choice>C</choice>
</vote></votes>

28
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= Polls can be deleted once a decision has been made

/poll
/po11/090331x

/pol1/090331x/vote
/pol1/090331x/vote/1

L L= |

DELETE /po11/090331x GET /pol1/090331x

200 OK 404 Not Found

©2009-2010 - Cesare Pautasso - 30.6.2010



The End to End View jjoperaj:-

ss Support for Web Services

= The resource acts as an communication
medium that allows services to exchange
representations of their state

= This is not equivalent to sending and receiving
messages from a bus

©2009-2010 - Cesare Pautasso - 30.6.2010
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eal Doodle Demo Noperaj::
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e Info on the real Doodle API:
http://doodle.com/xsd1/RESTfulDoodle.pdf

e Lightweight demo with Poster Firefox Extension:
http://addons.mozilla.org/en-US/firefox/addon/2691

Eile Edit View History Delicious Bookmarks Tools Help

@ C 7 E E ( d hitp;//doodle-test.com/3b5swhzsh35ych73 B 77 -| [Q-|poster AlA -
d Doodle: What to do ... x | d RESTfulDoodle.pdf (a... * | i Poster = Add-ons for F... < E Poster x
) 3 - Request

Poll: What to do in San Sebastian? i !
Select a file or enter content to POST or PUT to a URL and then

specify the mime type you'd like or just use the GET, HEAD, or
CP has created this pall. DELETE methods on a URL.

"ICWE 2009 dema” URL: http://doodle-test.com/api1WithoutAccessControl/pc

File: -—E‘m"‘rS
Take the

cable car up Attenda || tiend the Content Type:  text/xml

Visit the ICWE

to the N ICWE User Auth: Google Lagin
A REST/SOA -
lighthouse LD Workshop

— Tutorial Settings: Save ” Import ” Store I

| = - Actions

0 0 ’PUT v“ G0 |

’Headers M ] g0

- Content to Send

<?xml version="1.0" encoding="UTF-8"7?=<pall
xmins="http://doodle.com/xsd1"»<type=TEXT</type><extensions
I=<hidden=false</hidden=<levels=2</levels><state>OPEN</state>
<title=What to do in San Sebastian?</title»<description=ICWE
Edit an entry Add a comment File export Subscribe to this poll 2009 demo=</description=<initiator=<name>CP</name></initiator>
Delete an entry Calendar export Print Embed this poll <options><option>Go to the beach</option=<option>Walk in the
old town</option=<option=Visit the Castle</option=<option>Take
the cable car up to the lighthouse tower</option><option=Dive in
the ocean</option=<option>=Visit the Acquarium=/option=
<option=Take a boat to the island</option=<option=Go to the
Comments spa</option><option=Attend a ICWE Workshop</option>

Add a comment > =option=Attend the ICWE REST/SOA Tutorial</option=</options=>
</poll=

Functions

4

Done HElE # @ -

©2009-2010 - Cesare Pautasso - 30.6.2010
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1. Create Poll Noperaj::

ss Support for Web Services

POST http://doodle-test.com/apilWithoutAccessControl/polls/
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?><poll
xmlns="http://doodle.com/xsd1"><type>TEXT</type><extensions
rowConstraint="1"/><hidden>false</hidden><writeOnce>false</writeOnce
><requireAddress>false</requireAddress><requireEMail>false</requireEM
ail><requirePhone>false</requirePhone><bylnvitationOnly>false</bylnvitat
ionOnly><levels>2</levels><state>OPEN</state><title>How is the tutorial
going?</title><description></description><initiator><name>Cesare
Pautasso</name><userld></userld><eMailAddress>test@jopera.org</eM
ailAddress></initiator><options><option>too fast</option><option>right
speed</option><option>too
slow</option></options><participants></participants><comments></com
ments></poll>

Content-Location: {id}

GET http://doodle-test.com/apilWithoutAccessControl/polls/{id}

©2009-2010 - Cesare Pautasso - 30.6.2010 32



2. Yore Noperal-

ss Support for Web Services

POST http://doodle-test.com/apilWithoutAccessControl/polls/{id}/participants
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<participant xmins="http://doodle.com/xsd1"><name>Cesare
Pautasso</name><preferences><option>0</option><option>1</option><
option>0</option></preferences></participant>

©2009-2010 - Cesare Pautasso - 30.6.2010
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Antipatterns - REST vs. HTTP

RESTful HTTP

©2009-2010 - Cesare Pautasso - 30.6.2010

“RPC”

34



Richardson Maturity Model ~ BJoperaj::

O. HTTP as an RPC Protocol
(Tunnel POST+POX or POST+JSON)

l. Multiple Resource URIs
(Fine-Grained Global Addressability)

Il. Uniform HTTP Verbs
(Contract Standardization)

Ill. Hypermedia
(Protocol Discoverability)

= A REST API needs to include levels |, I, I
= Degrees of RESTfulness?

©2009-2010 - Cesare Pautasso - 30.6.2010 35



HTTP as a tunnel jjoperaj:-

ss Support for Web Services

= Tunnel through one HTTP Method

GET /api?method=addCustomer&name=wilde
GET /api?method=deleteCustomerd&id=42

GET /api?method=getCustomerName&id=42

GET /api?method=findCustomers&name=w1ilde*

= Everything through GET

e Advantage: Easy to test from a Browser address bar
(the “action” is represented in the resource URI)

* Problem: GET should only be used for read-only
(= idempotent and safe) requests.
What happens if you bookmark one of those links?

e Limitation: Requests can only send up to approx. 4KB of data
« (414 Request-URI Too Long)

©2009-2010 - Cesare Pautasso - 30.6.2010
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Universita

HTTP as a tunnel goperaj:

ss Support for Web Services |

= Tunnel through one HTTP Method
= Everything through POST

e Advantage: Can upload/download an arbitrary amount of data
€= (thisis what SOAP or XML-RPC do)

* Problem: POST is not idempotent and is unsafe (cannot cache
and should only be used for “dangerous” requests)

POST /service/endpoint

<soap:Envelope>
<soap:Body>
<findCustomers>
<name>Pautasso*</name>
</findCustomers>
</soap:Body>
</soap:Envelope>

©2009-2010 - Cesare Pautasso - 30.6.2010
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opera Universita

L L ¥ | ¥ | o= B o B KAEE

O utl I n e Svgzera
Process Support eb Services faliana

1. Introduction
to RESTful Web Services

2.Comparing REST and WS-*

38



Can we really compare?

opera

Process Support for Web Services

Universita
della
Svizzera
italiana
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Can we really compare? J g vl [

niversita
d IIa

WS-*

Middleware
Interoperability
Standards

Architectural
style for
the Web
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Architectural
style for
the Web |

Middleware
Interoperability
Standards




Architectural Decisions gjmopera

ss Support for Web Services

Architectural decisions
capture the main design
IsSsues and the rationale
behind a chosen
technical solution

The choice between
REST vs. WS-* is an
important architectural
decision for

Web service design

Architectural decisions
affect one another

©2009-2010 - Cesare Pautasso - 30.6.2010

Architectural Decision:
Programming Language

Architecture Alternatives:
1. Java

2. CH#

3. C++

4. C

5. Eiffel

6. Ruby

7. ...

Rationale

42
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Table 2: Conceptual Comparison Summary

Universita
. . - operal:
eCISIon verview
[= g . italiana
rocess Support for Web Services
Architectural Decision and AAs | REST WS-* Architectural Decision and AAs REST WS-# . )
Integration Style 1 AA 2 AAs Transport Protocol 1 AA >7 AAs Transactions 1 AA 3 AAs
Shared Database HTTP v ;, v WS-AT, WS-BA v
File Transfer flfgl;a (13] vy gSTTCAF i Y ‘;
Remote Procedure Call Ve Ve v O-l,-yourse —
Messaging v fi\/]dSTP :; Service Composition 2AAs 2 AAs
WS-BPEL v
Contract Design IAA  2AAs MQ v Mashups v
Contract-first v BEEP v Do-it-yourself v v
Contract-last v oP _ v Service Discovery 1 AAs 2 AAs
Contract-less v Payload Format >6 AAs 1 AA UDDI 3
— XML (SOAP 7 v it
Resource Identification 1 AA n/a XML EPOX)) v Do-it-yourself v 4
Do-it-yourself 7 XML (RSS) v Implementation Technology mjny m:';ny
URI Design 2 AA n/a JSON [10] v —

- Total Number of Decisions, AA 10, >17 10, >25
“Nice” URI scheme v ;{ﬁl\l\:é i sions. AAs | = =
No URI scheme v ST T — == “Limited to only the verb POST

ervice Identification by e
Resource Interaction Semantics 2 AAs n/a URI — — %“'tl_ “"dle' development
iona
Lo-REST (POST, GET only) v WS-Addressin v P4
; > g WSDL 2.0
Hi-REST (4 verbs) v Service Description 3AAs  2AAs “Not standard
Resource Relationships 1 AA n/a Textual Documentation v )
Do-it-yourselt 7 XML Schema (‘/)’(‘ v Table 3: Technology Comparison Summary
S S DL :
Data Representation/Modeling 1 AA 1 AA \\xzDL 18 v v
= [18] v Architectural Principle and Aspects | REST ~WS-*

XML Schema W) v ——
Do-it-vourself v Reliability i 1 AA 4 AAs Protocol Layering yes yes

Y HTTPR_[38.]A ) ) HTTP as application-level protocol v
Message Exchange Patterns 1 AA 2 AAs WS-Relgabﬂny ‘ v HTTP as transport-level protocol v
Request-Response v v ESTRellableMessagmg v Dealing with Heterogeneity yes yes
One-Way v thli»te I y j Browser Wars v
Service Operations Enumeration na >3 AAs S = - A S AA Enterprise Computing Middleware 4
By functional domain 7 He'lf%?gt} 7 ~ 5 Loose Coupling, aspects covered yes,2 yes,3
By non-functional properties and QoS v Securi Time/Availability v
By roanizational pritp' . Q v WS-Security v Location (Dynamic Late Binding) ) v

y organizational criterion (versioning) Service Evolution:
Total Number of Decisions, AAs 8,10 5,>10 Uniform Interface v
XML Extensibility v v
“Optional Total Principles Supported 3 3

Table 1: Principles Comparison Summary

13



Decision Space Overview !{]mop?ra e
21 Decisions and 64 alternatives —
Classified by level of abstraction: _
e 3 Architectural Principles )

~+ 9 Conceptual Decisions
9 Technology-level Decisions

Decisions help us to measure the |
complexity implied by the choice of | . ..
REST or WS-* .

o2 Table 2: Conceptual Comparison Summary Table 1: Principles Comparison Summary
|



Comparison Overview g.]mopera

ss Support for Web Services |

1.

w N

o1 &

©2009-2010 - Cesare

Protocol Layering

e HT
e HT
. Loose Coupling

. Dealing with Heterogeneity

TP = Application-level Protocol (REST)
TP = Transport-level Protocol (WS-*)

. What about X?
. (X =Composition)

. Software Connectors for Integration

Pautasso - 30.6.2010 45
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S

italiana

RESTful Web Service Example MOP€raj:

HTTP Client
(Web Browser)

Web Server

Application Server

‘ Database |

GET /book?ISBN=222 R

<

POST /order

WHERE isbn=222 —»

SELECT *
FROM books

<301 Location: /order/612

>

INSERT

PUT /order/612

INTO orders [

<

©2009-2010 - Cesare Pau

tasso - 30.6.2010

UPDATE orders
WHERE id=612 |,
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WS-* Service Example

o era Universita
della
Svizzera
Proce italiana

ss Support for Web Services |

(from REST perspective)

HTTP Client

Web Server Web Service

Application Server Implementation

(Stub Object)

POST /soap/endpoint

POST /soap/endpoint

>

POST /soap/endpoint

>

return getBook(222)

return new Order()

©2009-2010 - Cesare Pautasso - 30.6.2010

>

| order.setCustomer(x)
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Protocol Layering joperaj:

rocess Support for Web Services

“The Web is the universe of “The Web is the universal
globally accessible information” (tunneling) transport for
(Tim Berners Lee) messages”
= Applications should publish = Applications get a chance
their data on the Web to interact but they remain
(through URI) “outside of the Web”
AtomPub || JSON || POX|| ... SOAP (WS-%)
HTTP||HTTP||HTTP||HTTP HTTP
GET ||POST|| PUT || DEL SMTP POST MQ...
(Many) Resource URI 1 Endpoint URI
Application Application

©2009-2010 - Cesare Pautasso - 30.6.2010 48



Coupling Facets poperaj:-

rocess Support for Web Services

Facets REST WS-*
= Discovery " Referral = Centralized
" |dentification = Global = Context-Based
= Binding = Late = Late
= Platform = Independent ® Independent
" Interaction = Asynchronous *® Asynchronous
= Model = Self-Describing = Shared Model
= State = Stateless = Stateless
= Generated Code = None/Dynamic = Static
= Conversation = Reflective = Explicit

More Info on http://dret.net/netdret/docs/loosely-coupled-www2009/
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Coupling Comparison  BOPSTA=

2 RESTful HTTP RARPC over HTTP B WS-*/ESB

Discovery

Conversation Identification

Generated

Code Binding

Evolution Platform

State / Interaction

= |nterface
Orientation

Granularity
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Dealing with Heterogeneity ~RlOperaj:

ss Support for Web Services |

= Enable Cooperation
= Web Applications

©2009-2010 - Cesare Pautasso - 30.6.2010

= Enable Integration
= Enterprise Architectures

\4
| 1=l |

ORACLE

VNOI “48WoomaN o113 wolj ainjoid

=
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Heterogenelty

Web
Applications

REST

Enterprise
Architectures
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Heterogenelty

|{me555pﬂfws

Web
Applications

Enterprise
Architectures

REST

Claim: REST can also be successfully used
to design integrated enterprise applications

53



Enterprise “Use Cases” gJOpera i

Enterprise
Architectures

CRUD Services
Web-friendly APIs

' : Real-tim rVi
Mobile Services eal-time Services

Transactional Services
Composite Services

©2009-2010 - Cesare Pautasso - 30.6.2010 54



Enterprise “Use Cases”

italiana

Enterprise
Architectures

Part of the debate is about how many
“enterprise” use cases can be covered with
REST as opposed to WS-*

©2009-2010 - Cesare Pautasso - 30.6.2010
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ss Support for Web Services

= Service Description
= Security

= Asynch Messaging

= Reliable Messaging
= Stateful Services

= Service Composition
= Transactions

= Semantics

= SLAs

= Governance

©2009-2010 - Cesare Pautasso - 30.6.2010



VVVVVVV

What about service descriptionZOPera g

REST relies on human
readable documentation that
defines requests URIs
templates and responses
(XML, JSON media types)

Interacting with the service
means hours of testing and
debugging URIs manually
built as parameter
combinations. (Is is it really
that simpler building URIs by
hand?)

Why do we need strongly
typed SOAP messages if both
sides already agree on the
content?

WADL proposed Nov. 2006
XForms enough?

©2009-2010 - Cesare Pautasso - 30.6.2010

Client stubs can be built from
WSDL descriptions in most
programming languages
Strong typing

Each service publishes its

own interface with different
semantics

WSDL 1.1 (entire port type
can be bound to HTTP GET or
HTTP POST or SOAP/HTTP
POST or other protocols)

WSDL 2.0 (more flexible,
each operation can choose
whether to use GET or POST)
provides a new HTTP binding

57



What about security?

zzzzzzz
taliana

m"Pera

rocess Support for Web Services

= REST security is all about
HTTPS (HTTP + SSL/TLS)

= Proven track record
(SSL1.0 from 1994)

= HTTP Basic Authentication
(RFC 2617, 1999
RFC 1945, 1996)

= Note: These are also
applicable with REST when
using XML content

= Secure, point to point
communication
(Authentication, Integrity
and Encryption)

©2009-2010 - Cesare Pautasso - 30.6.2010

1

SOAP security extensions
defined by WS-Security
(from 2004)

XML Encryption (2002)
XML Signature (2001)

Secure, end-to-end
communication - Self-
protecting SOAP messages
(does not require HTTPS)
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operaljl:-
What about asynchronous !Jmpm i

messaging?

= SOAP messages can be

= Although HTTP is a transferred using
synchronous protocol, asynchronous transport
it can be used to “simulate” a protocols and APIs
message queue. (like JMS, MQ, ...)
= WS-Addressing can be used
POST /queue to define transport-
independent endpoint
202 Accepted references |
Location: = WS-ReliableExchange defines
/queue/message/1230213 a protocol for reliable
______________________ message delivery based on
GET /queue/message/1230213 SOAP headers for message

identification and
DELETE /queue/message/1230213  acknowledgement

©2009-2010 - Cesare Pautasso - 30.6.2010 59



Blocking or Non-Blocking?

o era Universita
della
Svizzera
Proce lana

ss Support for Web Services |

: HTTP is a synchronous interaction protocol.
However, it does not need to be blocking.

[

POST /slow

/slow

[ ]

<

202 Accepted
Location: X

GET /slow/Xx

<

4’

©2009-2010 - Cesare Pautasso - 30.6.2010

200 OK
204 No Content

= A Long running request

may time out.

The server may answer it
with 202 Accepted
providing a URI from which
the response can be
retrieved later.

Problem: how often should
the client do the polling?
/slow/X could include an
estimate of the finishing
time if not yet completed
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zzzzzzz
taliana

What about reliable g{]mopera

ss Support for Web Services

messaging?

The HTTP uniform interface
defines clear exception
handling semantics

If a failure occurs it is enough
to retry idempotent methods
(GET, PUT, DELETE)

With POST, recovery requires
an additional reconciliation
step (usually done with GET)
before the request can be
retried

POE (POST-Once-Exactly) has
been proposed to also make
POST reliable

©2009-2010 - Cesare Pautasso - 30.6.2010

WS-ReliableMessaging

(or WS-Reliability) define a
protocol for reliable message
delivery based on SOAP
headers for message
identification and
acknowledgement

WS-* middleware can ensure
guaranteed in-order, exactly
once message delivery
semantics

Hint: Reliable Messaging
does not imply reliable
applications!
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What about stateful services?

operajp:-

Svizzera
italiana

Process Support for Web Services

= REST provides explicit state
transitions

= Communication is stateless*

= Resources contain data and
hyperlinks representing valid
state transitions

= Clients maintain application
state correctly by navigating
hyperlinks

= Techniques for adding session to
HTTP:

= Cookies (HTTP Headers)
= URI Re-writing
= Hidden Form Fields

SOAP services have implicit state
transitions

= Servers may maintain
conversation state across
multiple message exchanges

= Messages contain only data
(but do not include information
about valid state transitions)

= Clients maintain state by guessing
the state machine of the service

Techniques for adding session to
SOAP:

= Session Headers
(non standard)

= WS-Resource Framework
(HTTP on top of SOAP on top of
HTTP)

(*) Each client request to the server must contain all information needed to understand the request, without referring to any
stored context on the server. Of course the server stores the state of its resources, shared by all clients.

©2009-2010 - Cesare Pautasso - 30.6.2010
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VVVVVVV

L operal:-
What about composition? !Jmp

= The basic REST design = WS-BPEL is the standard
elements do not take Web service composition

ge language. Business process
composition into account models are used to specify

how a collection of services
‘ I HTTP I \ is orchestrated into a
composite service
User Agent Origin Server = Can we apply WS-BPEL to
RESTful services?

agls
‘ I ATTP Origin Server

User Agent ? HTT,D

Origin Server
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REST Scalability jjoperaj:-

Prox@fgateway

Clients Server

* One example of REST middleware is to help
with the scalability of a server, which may
need to service a very large number of
clients

©2010 - Cesare Pautasso
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REST Scalability jjoperaj:-

Cache
—
-
Proxy/Gateway Origin
Server

Clients

* One example of REST middleware is to help
with the scalability of a server, which may
need to service a very large number of
clients

©2010 - Cesare Pautasso
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REST Composition jjoperaj:-

—
L

Proxy/Gateway Origin
Server

Clients

= Composition shifts the attention to the client
which should consume and aggregate from
many servers

©2010 - Cesare Pautasso
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REST Composition Nopera|::

Bl
|
Client Composite Origin
RESTHUI Servers
service

= The “proxy” intermediate element which
aggregates the resources provided by
multiple servers plays the role of a
composite RESTful service

= Can/Should we implement it with BPM?
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Proce lana

ss Support for Web Services |

Composite Resources

DELETE
PUT

N
G

GET DELETE DELETE

POST | PUTC PUT
O @
GET GET

POST POST
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Composite Resources !.]mm B

= The composite resource only aggregates the
state of its component resources
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Noperaj::

ss Support for Web Services | [l %%

Composite Resources

= The composite resource augments (or caches)
the state of its component resources
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Composite Representation

ss Support for Web Services |

o era Universita
della
Svizzera
Proce italiana

Composite
Representation

C

L1n

L1n

LN

©2010 - Cesare Pau

tasso

DELETE
PUT
DELETE
R oaur
GET
O
POST GET
POST
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Composite Representation !JWWE e

Composite
Representation

Origin
Server

Client Origin

Servers
= A composite representation is interpreted by
the client that follows its hyperlinks and

aggregates the state of the referenced
component resources

©2010 - Cesare Pautasso
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Bringing it all together ~ HOPeraj:

Composite
Representation

Composite Origin
service

Client

Origin
Servers

= A composite representation can be
produced by a composite service too

©2010 - Cesare Pautasso
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Doodle Map Example QWOp?raI

N7

—11
—Doodle
Composite Origin —
service

Composite
Representation

Client

Origin
Servers

= Vote on a meeting place based on its
geographic location

©2010 - Cesare Pautasso
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Composite Resource

Noperaj:-

ss Support for Web Services |

aaaaaaaa

©2010 - Cesare

Pautasso

DELETE

PUPQ

- C

GET

POST

DELETE

PUT

(O—1
GET

D'

POST

DELETE
PUT
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Composite Resource

Noperaj::

aaaaaaa

ss Support for Web Services |

-G

GET

POST

[:>>DELETE

t:>DELETE
PUTC??ji
| Y7? _ |Doodle’

©2010 - Cesare Pautasso
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Composite Representation !.JWWE =

DM |\ DELETE > 1Go Ugle
GET
L1 nke N
L1nke GET DELETE
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Support for Web Services faliana

Universita
della
Svizzera

|Civ B & |3 O Qv | A | B | @ |27 Gl vy ﬁm]OperaDe..‘ [ Resource
I doodle.oml 2@] =0 f
http://localhost: 8080/ kernel/ e #

DoodleMap with JOpera

g e,
/.

Island Burgers & Shakes
Preferences:2

Poll: hamburger

gle CP has created this poll.

Goo

Maps "10001"

— Gray's ||Gray's | Hilton- Island Le '."."“" ‘Corner|ESPN Warwick | The Jekyll| Dow

[121] Papaya Papaya Millenium Burgers & | Meridien- Bistro [Zone New York | & Hyde the

S Shakes New York Hotel Club Hate

L 4

PA oK oK -
ry
5

CcntmIFIow‘ DataFIow|
| o ] y
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Doodle Map Architecture

Universita

della

Svizzera
Proce

ss Support for Web Services | [l %%

Web Browser

Workflow
Engine

}¥ahoo ocalPoll i 1].ShowGMapDoodle. 0:4:inpust - Mozila Firefax

Yew My Deks Bodkmaks Iods Heb

€ % G B8 (0 e ersimemr homperam={onds) | G
rger

DoodleMap with JOpera - hambur
] i = |
oD AR
© v
G T / 1
V.
2 7
7 e 5,
ih ’\“: 5 ;GF
i - 4 ‘:‘; ey L5
Caigl A D o B ol
= o o g 2
e . e
e doock chfpericpaten Hiplld= i

Doodle’

RESTful |API

GetYahoolocal
ConvertY2D ConvertY2G

‘ PostDoodIeCreatePoIIText|

ParsePolllD

d

ShowGMapDoodle

Njopera

Powered by

GET

RESTful
Web Services
APIs

POST

GET

- Doodle’

Watch it on http://www.jopera.org/docs/videos/doodlemap
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DoodleMap Model

g']‘“*opera

ss Support for Web Services | il """

©2010 - Cesare Pautasso

Y, GetYahoolocal
. e

.
-
o B
s
;
5
-
-
. B
' -
.
.

ConvertY2D ConvertY2G
W

!
W

PostDoodlePoll

H
W

ParsePolllD + ------------------ > ShowGoogleMap

¥

v

CountParticipants
>

Wait $ GetDoodlePoll ¢
- Doodle’

W

Doodle’

+C|DSEPD|-|
¥

S
PutDoodlePoll

Google '
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popera Viewpoints  SIOPCTANE

v

I-wmwmmhwm B Vem Mgl legid Poel fe Eedoe e
& B0 Qs (e

oY L A AR RS IR -

£ 10 stioess Mot [ Cpea L i

e Qs

|

k2 Comrelfnr | Kl S

RO
-1 ]
DA e [AOTRIRD 1§ [ O [y fen [y SO |

PEARS DR [OOAPHAED Th (Onaking e CARIRLAS PRIRRMN] A% -
- T

§8A Bindings

JAVA XPATH
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Universita
della
Svizzera

GetYahoolLocal
ConvertY2D ConvertY2G
? L
W
PostDoodlePoll
b
W
ParsePollID + ------------------ = ShowGoogleMap
¥
W
Wait} GetDoodlePoll #—:>| CountParticipants
) *
| v
?
+C|DEEPD||
¥
W
PutDoodlePoll
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Svizzera

ss Support for Web Services | italiana

g]‘*"ﬂope"a

SerVI (0d 2 GetYEhnanncal
Bindings
I .
ConvertY 2D ConvertY2G
i W
i
HTTP PostDoodlePoll
#
‘a-i,-" il
ParsePolllD H,‘:_
-
\"-E."Jl
Wait+ GetDnndIePnll+ | CountParticipants
XPATH - n
JAVA %CMSEPD"
L

- u
PutDoodlePoll
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Qopera

Universita
della
Svizzera
italiana

i
B
SYS.D F— GetDoodlePoll
S .
’ ¥

7
SYS.InputXml ClosePoll

=+ PutDoodlePoll

Couananicipants|

closed
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Was it just a mashup?

italiana

(It depends on the definition of Mashup)

©2010 - Cesare Pautasso
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Moving state around Noperaj::

ss Support for Web Services |

= Read-only vs. Read/Write

DELETE

PUT
Q\

O
GET DELETE DELETE

POST | PUTC.
GET GET

POST POST
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Simply aggregating data foperaj:-

rocess Support for Web Services | [l "

= Read-only vs. Read/write

=)

RS
GET GET

©2010 - Cesare Pautasso



s your composition reusable? Hloperaj::

Process Support for Web Services

= Ul vs. APl Composition

Composite
— Representation Qﬁ;
/ Composite Origin

= RESTHul Servers
|__ U I 1 service
- = Reusable
Client OriginEE SErvices vs.
Servers Reusable

Widgets

©2010 - Cesare Pautasso



Single-Origin Sandbox g]mopera

ss Support for Web Services |

= Can you always do this
from a web browser?

Co}posite
——J Representation

R Composite Origin
| RESTful Servers
B service
I L
Client Origin
Servers
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Single-Origin Sandbox jjoperaj:-

ss Support for Web Services

= Security Policies on the client may not
always allow it to aggregate data from
multiple different sources

Composite
Representation

Composite N Origin
RESTful Servers
service

L]

Client 1 Origin Server

= This will change very soon with HTMLS5

©2010 - Cesare Pautasso
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aaaaaaaa

Complementary m?f?';?'

Read-Only

Read/Write

Ul API

Reusable

Situational Service

Sandboxed
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Towards REST Composition g{]mopera

ss Support for Web Services

Universi
della

S

itali

VVVVVVV

REST brings a new perspective and new problems to
service composition

RESTful services can be composed on the server by
defining composite resources and on the client with
composite representations

Composing RESTful services helps to put the
integration logic of a mashup into a reusable service
APl and keep it separate from its Ul made out of
reusable widgets

Business processes can be published on the Web as
RESTful Services

RESTful Web service composition is different than
mashups, but both can be built using BPM tools like
JOpera

GET http://www.jopera.org/

©2010 - Cesare Pautasso
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Software Connectors Hoperaj:-

55 Support for Web Services |
-

File Transfer

Shared Data

.
D

Procedure Call I I
Remote Procedure Call

Message Bus
Events
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Noperaj:-

ss Support for Web Services |

RPC

.
ol =@

Remote Procedure Call

* Procedure/Function Calls are the easiest to program with.

* They take a basic programming language construct and make it
available across the network (Remote Procedure Call) to connect
distributed components

* Remote calls are often used within the client/server architectural
style, but call-backs are also used in event-oriented styles for

notifications

©2010 - Cesare Pautasso
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Hot Folder

Universita

della

Svizzera
Proce

ss Support for Web Services | [l %%

Write

Copy
Watch
Read

©2010 - Cesare Pautasso

@.

File Transfer
(Hot Folder)

e Transferring files does not require

to modify components

A component writes a file, which is
then copied on a different host,
and fed as input into a different
component

The transfers can be batched with
a certain frequency
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g]mopera szszszszsz

ss Support for Web Services |

Shared Database

Create
Read

e Sharing a common database does not
U p d ate require to modify components, if they all

can support the same schema

De I ete . Components can communiclate by

creating, updating and reading entries in
the database, which can safely handles
the concurrency

Sha se
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Universita

Bus

Publish

: FI———
Subscribe Viessage Bus

e A message bus connects a variable number of components, which
are decoupled from one another.

e Components act as message sources by publishing messages into
the bus; Components act as message sinks by subscribing to
message types (or properties based on the actual content)

 The bus can route, queue, buffer, transform and deliver messages to
one or more recipients

 The “enterprise” service bus is used to implement the SOA style
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Web (RESTful Web services)

ss Support for Web Services | [l %%

Get Put
Delete
Post

e The Web is the connector used in the REST (Representational State
Transfer) architectural style

 Components may reliably transfer state among themselves using the
GET, PUT, DELETE primitives. POST is used for unsafe interactions.
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Software Architecture and Design 99
© Cecare Palitacen



Comparison Conclusion Noperaj::
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= You should focus on whatever solution gets

the job done and try to avoid being religious
about any specific architectures or
technologies.

= WS-* has strengths and weaknesses and will

be hig hlr suitable to some applications and
positively terrible for others.

= Likewise with REST.

= The decision of which to use depends entirely

on the application requirements and
constraints.

= We hope this comparison will help you make
the right choice.
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